NERC

I
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

January 28, 2016

VIA ELECTRONIC FILING \

Ms. Kimberly D. Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, DC 20426

Re: NERC Full Notice of Penalty regardidgidentified Registered Entity
FERC Docket NblP16- -000

Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty
regardingUnidentified Registered EntitRE)with information and details regarding the nature and
resolution of the violationdA Yy I OO2 NRI yOS gAGK GKS CSRSN}Xf 9y SN
6/ 2YYAadaAirzy 2N COw/ 0 NHzZ S&> NBIdz FGA2ya FyR 2NF
Appendix 4C (NERC Compliance Monitoring and Enforcement Program (EMEP)).

NERC is filindits Notice of Penalty with thEommission becaud#/estern Electricity Coordinating
CouncilWECZandUREhave entered into a Settlement Agreement to resolve all outstanding issues
arising fromWECQa RSOSNXNAY I GA2Y |y &f CIPODYQROGEICIO0Z EIMASK S T A
CIR006, and CHRO?7.

I Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and
Enforcement of Electric Reliability Standai@sder No. 672), lll FERC Stats. & Regs. 1 31,204 (R@@ige of New Docket

Prefixa bt ¢ FT2NJ b2GA0Sa 2F tSylrfae CAf SR 0 ¢Dockét Bo. RMOBIDE ! YSNR OF
(February 7, 2008Fee alsd 8 C.F.R. Part 32q15. Mandatory Reliability Standards for the Bitkwer SysteirFERC

Stats. & Regs. 1 31,242007) (Order No. 69385 K Q 3 , IRBRERCSIF61,053 (2007) (Order No-APSeel8 C.F.R §

39.7(c)(2).

2C2NJ LIdzN1JI2 aSa 2F GKAA& R20dzySyias SIFOK @azftldAaz2y G AaadzS A
and whether it was a possible, alleged or confirmed violation.

3Seel8 C.F.R § 39.7(c)(@nd 18 C.F.R § 39.7(d).
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According to the Settlement AgreemettREneither admits nor denies the violations, but has agreed
to remedies and actions to mitigate the instant violations and facilitate future compliance under the
terms and conditions of the Settlement Agreement.

AccordinglyNERC is filintpe violationsin this Full Notice of Penalty accordance with the NERC
Rules of Procedure and the CMEP.

Statement of Findings Underlying the Violations

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement
Agreement, by and betweeW EC@ndURE The details of the findings are set forth in the Settlement
Agreement and herein. This Notice of Penalty filing costéne basis for approval of the Settlement
Agreement by the NERC Board of Trustees Compliance Committee (NERC BOTCC).

Ly | OO02NRIYyOS gA0GK {SOGA2Y odpdr 2F BKERC 2YYAaaAa

provides the following summary table idifying each violation of a Reliability Standard resolved by
the Settlement AgreementFurther information on the subject violationsset forth in the Settlement
Agreement.

*SR = SelReport / SC = Selfertification / CA = Compliance Audit / SPC % Speck / Cl = Compliance Investigation

Discovery Penalt
NERC Violation ID|  Standard Req VRF/ VSL Method* y
Amount
Date
WECC201002262 clpooz1 | RERL2/R1.2.2( Mediun/ e
R1.2.4 Severe
WECC201002354 CIR002-1 R3: R3.1 High/ Severe CA
WECC201002355 cClpooz1 | Rb RLLRLZ Medium/ SR
R1.3 Severe
No
i Penalt
WECC201002356 CIR0032 R4.3 Medium/ SR y
Severe
WECC201301167( CIR0033 R5 Lower/ SR
Severe
WECC200801173 CIR0041 R2 Lower/ SR
Severe
WECC200801174 CIR0041 R3 Medium/ SR
Severe
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Discovery | o
NERC Violation ID|  Standard Req VRF/ VSL Method* Y
Amount
Date
WECC201401418] CIRP0043a R3 Medium/ SR
Severe
WECC201002280 CIR0041 R3: R3.2 MZO:;‘hm/ SR
WECC200801175 CIR0041 R4 Lower/ SR
Lower
WECC201002381] CIR005-1 R1 Medium/ SR
Severe
WECC201102851] CIR005-1 R1: R1.4 Medium/ SR
Severe
WECC200901633 CIR0051 R1:R15 Lower/ SR
Lower
WECC201002382 CIR005-1 R2 Medium/ SR No
Moderate Penalty
WECC201301308] CIR0053 R3: R3.2 Medium/ CA
Severe
WECC201002269 CIR006-1 R1: R1.6 Medium/ SR
Severe
WECC200901632 CIR006-1 R1: R1.8 Lower/ SR
Lower
WECC201002273 CIR0O06-1 R4 Lower/ SR
Moderate
WECC201501461{ CIR0063c R5 Medium/ SR
Severe
WECC200801176 CIR007-1 R1 Medium/ SR
Severe
WECC201002260 CIRO07-1 R1: R1.1 Medium/ SR
Severe
WECC201501462{ CIRO07-1 R2 Medium/ SR
Severe
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Discovery Penalt
NERC Violation ID|  Standard Req VRF/ VSL Method* y
Amount
Date
WECC200902261] CIR007-1 R3: R3.1 Lower/ SR
Severe
WECC201501462{ CIR007-1 R5 Medium/ SR
Severe
WECC201002412 CIR0O07-1 R5: R5.2.2 Lower/ SR No
; RB.2. Severe Penalty
WECC201002279 CIRO07-1 R6: R6.4: R6.5 | Medium/ SR
Severe

WECC201002262I1RP002-1 R1; R1.2; R1.2.2; R1.2@VERVIEW

WECGetermined thatUREIid notconsider transmission facilities eg¢rtain facilities in its RisRased
Assessment Methodology BRM), in violation of CIFD02 R1 SpecificallyWWECC determined th&iRE
failed to consider: 1all assets that support reliableul Electric System (BEf)erationsat two
locations,in violation of CI®02-1 R1.22)transmission substation assetstato locations,in violation
of CIP0021 R1.2.2; ad 3) transmission assets identified as critical to system restoratispat
locations,in violation of CI®021 R1.2.4.

WECGIetermined that this violation posedraoderateand not serious or substantial risk to the
reliability of the bulk power systerfBPS) This violation created the opportunity fonisidentified or
unidentified Critical Assets that pose risks associated with unidentfréatal Cyber Asset€CAs In

this caselURHailed to consider all transmission substations and substatibasgupport the reliable
operation of the BPS dhat are critical to system restoration in its RBAM. The risks pos&RE a
noncompliance are, to some extent, lessened in tH&REdid document and implement an RBAM that
resulted in identification of aumber of Critical Assets including other substations and control centers.

WECC determined the duration of the violation to be frilva date the Standard became mandatory
and enforceable, through whedREcompleted its Mitigation Plan.

URE submitted its Mitigation Plan designated WECCMITOe4842ddress the referenced violations.
'w9Qa aAlGAIFLGA2Y tfly NBIJJdZANBR ! w9 G2V
1. completedevelopment and full documentation i RBAM;

2. apply the RBAMo test its validity on a subset &fREowned assets;
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submit itsRBAM to WECC for review;

discussVECC feedback WRE2a w. ! a T

modify itsRBAM, if necessary, as a result of feedback from WECC,;
completelist of all assets for use in applying RBAM,;

apply itsRBAM to all assets; and

© N o g s~ W

developalist of Critical Assetor URE) &ea.l

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC2010023521R002-1 R3; R3.1 OVERVIEW
WECGIetermined thatUREid notidentify CCAsssociated with Critical Assdtxated atmultiple
locations includingubstations and control centers.

WECGIetermined that this violation posed a serious or substantial risk to the reliability dBE&.
Compromise of the unprotected devicesubd cause significant disruption of normal operations within
URKE) @reg including the risk of substantial loss of load. In this dd&&failed to identify relays and

the Control Center Cyber Assets, described herein, as dbasscope of the violation includes CCAs at
bothURR & / 2 y  NaRdcritidalSupsiiaoNsE Without proper identification, these CCAs were
vulnerable to cyber security attacks.

WECC determined the duration of the violation to be fritva date the Stadard became mandatory
and enforceable, through when URE completed its Mitigation Plan.

URE submitted its Mitigation Plan designated WECCMITOe#84@ddress the referenced violations.
w9 Qa aAlUAIFGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y
1. documentUREconsolidated (field and control cente®CAdentification methodology;

2. ensureCIP protections through obtaining attestations from CCA asset owners and/or enter into
some type of agreement;

3. modify CCA identification methodology to reflect aRBAMchanges that occurred as a result
of feedback from WECC &/iRE2a w. ! a T

4. applyCCA identification methodology and develop list of CCAIRR a2 O2y i NPt OSy
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5. completeanalysis of approaches to ensure identification and protection of CCAs at Critical
Asset ges;

6. notify all asset owners of nelWREowned Critical Assets and requeatist of associated Cyber
Assets;

7. notify WECC of any nedRECritical Asset owners that did not providedREwith its list of
Cyber Assets, as requested above;

8. applyCCA identification methodology to develop list of CCA8RIEEowned field assets and for
non-UREowned Critical Assets;

9. notify owners of noAUREowned CCAs dfRR2a / /! RSGSNXAYIlI GA2Y | YR
delegation agreements;

10.complete delegation agreeents;and

11. notify WECC of any nedRECritical Asset owners for whi¢bREhas identified CCAs with which
UREcannot reach agreement.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities

WECC201002355IR003-1 R1; R1.1; R1.2; RE.OVERVIEW

WECGetermined thatfor one year URE) é/ber security policy failed to addressver 20CIP
requirements in violation of CI®03-1 R1.1.WECC also determined thdRHailed to make itcyber
security policy available to all personnel with physical access to CG#mdacility in violation of R1.2.
Finally, WECC determined tHadREs CIPsenior manager failed to annually review and approve one
chapter inURE @/ber security policy, as required under R1.3.

WECGIetermined that this violation posedraoderateand not serious or substantial risk to the

reliability of theBPS.Given thatthe one facilityhousesURR2a / 2y G NRf / Sy iSNJ I yR
with CCAs identified by RE noncompliance described herein potentially threatens the securityRE
CCAs essential tdREControl Center operabilityThe risks, however, are somewhat diminished in that
the cybersecurity policy did addres48 of the equirements for whictUREwvas required to reach
compliance.Further, thecyber security policy was made available to personnel with access to its
intranet siteand was posted at all but two facility entrances.

WECC determined the duration of the violation to be fritra date the Standal became mandatory
and enforceable, through when URE completed its Mitigation Plan.
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URE submitted its Mitigation Plan designat®&ECCMIT004694 address the referenced violations.
w9 Qa aAlUAIFGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

1. ensure itsCIPsenior managerreviewed, approvedand issued cyber security policies on specific
CIP Standards;

2. ensure itsCIPsenior manager reviewed and approved tlged operationsinformation system
security pogrammanual(ISSP Manual)

3. developa process for issuing and tracking hard copy versions of the ISSP Manual;
4. placehard-copy versions of the ISSP Manual at various points in the control centers; and

5. createawareness posters indicating location of t&SMManual, and sed e-mail to all
personnel with physical access to the control centers.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC2010023586IRP003-2 R4.3- OVERVIEW

WECGletermined thatalthoughURED 2 Yy RdzO G SR | y & I @CAddrmatioNfBoteatiéng ¢ 2 F
program (P Programpursuant to CIF03-2 R4 URHailed to assess adherence to its IP Program
followingimplementation in violation of CIR032 R4.3

WECGIetermined that this violatioposed a minimaand not serious or substantial risk to the
reliability of theBPS.Failure to protect information associated with CCAs may render Cyber Assets
vulnerable to misuse or malicious attackhe risks posed ByRE) @oncompliance are, to somextent,
lessened in thaUREIemonstrated that it documented and implemented EPProgram.

WECC determined the duration of the violation to be frilra date URE was required to assess
adherence to its prograthrough when URE completed its Mitigation Plan

URE submitted its Mitigation Plan designat®@&CCMIT@156to address the referenced violations.
w9 Qa aAlUAIFLGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y
1. reviewits ISSP Manu&b ensure compliance;

2. reviewand revisats ISSP Manu&b include process to inventory all documents requiring CIP
protections;

3. completean annual review of document inventory;

4. developaproject plan for increased scope of the potential violation;
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5. complete itsproject plan for this Mitigation Plan;

6. developand prepare appropriate material for identifying and protecting information that
requires protection;

7. developan information protection assessment program;
8. revise, rename, and republisdBSManualand related supporting documents;
9. provide CliBubjectmatter expert (SMEJaining on procedures and requirements;

10.distribute attestations and instructions to managers responsible for reviewing their
organizationSCCA information;

11. provideannualentity-wide training onURE IPProgram; and

12.complete the anual assessment of adherence to the IP Program for CCA information and
prepare a written report on the results of the annual assessment.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC20130116TRP003-3 R5- OVERVIEW

WECGIetermined thatURBEplaced tvo documentson its SharePoint site withoumplementing access
management controls. Any individual with access to the SharePoingitkl have had access the
documents irrespective of any authorizatioWEC@lsodetermined thatUREisclosedone of the
documents to an external vendor thdid not have authorizatioto view protected CCAnformation.
Finally, URE posted videos on social media containing footegéncluded CCAs or facility
information.

WECGIetermined that this violatioposed a minimal andot serious or substantial risk to the
reliability of theBPS.The unprotected information disclosed bJREvas associated witECA
associged with UREcontrol centers. URE affordedédse devices a number of protectionsRE
physically secured theéevices in scope of the violation from unauthorized access within Physical
Security Perimeter@SPs) Physical access to the devices was restricted twiohehls who completed
personnelriskassessment$PRAsand cyber securitytraining. URE onsite security personnel logged
and monitored fysical acces and physical access attemptsnauthorized access attempts would
have triggered alarming.

UREalso electonically securedite CCAsvithin an Electronic Security Perimet@SRP) Again,
individuals with electronic access to the devices compl&Bds and cyber securitytraining. Electronic
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access was restricted to individuals who required such accesdroBle@ccess and electronic access
attempts were logged and monitored. Cylsecurity events would have triggered alarming.

WECC determined the duration of the violation to be frilra date URE posted on social media
through when URE completed Ritigation Plan.

URE submitted its Mitigation Plan designat&&ECCMIT008826 address the referenced violations.
'w9Qa aAlGAIFIGA2Y tfly NBIJJdZANBR ! w9 G2VY

1. revise and redistributé¢he memorandum that designatepersonnel responsible for authorizing
logicalor physical access to protected information (as required byOO83 R5.1) This would
ensure that (a) the list of personnel responsible for authorizing logical or physical access is
current and (b) that the memorandum references the marking, safegngr@nd sharing of
documents that contailtCCAprotected information

2. provideadditional training for personnel responsible for authorizing logical or physical access to
CCAprotected information and their managers regarding their responsibilities

3. establshprocedures that ensure that personnel do not allow videos and/or pictures to be
taken of Control Center facilities without proper authorizatiamd

4. establish an agreedpon procedure betweetdRES information security group and public
affairs groupconcerning the sharing and posting of any document, videanages that
contain NERC CIP Critical Information.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC200801173IRP004-1 R2- OVERVIEW
WECCGIetermined thatUREid notensureit trained all personnel having access CCA#n a special
program for personnel with access to CCAs by the compliance date

WECGIetermined that this violatiopposed a minimal andot serbus or substantial risk to the

reliability of theBPS., w 9p@raonnelhave participated in the annual cyber security and security
refresher taining. Therelevantworkstations withaccess to the Control Center netwq@®CNare

located within securéJREacilities. Cyber access and unescorted physical access to cyber assets that
enable control of transmission or electric power generation is limited to personnel whose jobs require
that they have access to the assets and who have completed the trairgoged under Ci904-1

R2.2. The CCMWasa closed network.The firewall rules are defined based on the policy that
connections initiated external to the ESP of the CCN are permitted inbound through the ESP firewall.
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Network intrusion detection devieeare installed on all network segments internal and external to the
ESP of the CCNPersonnel with administrative cyber access right€€@A are identifiedand access is
limited to maintenance personnelAccess to controlanter CCAss limited to entity employees and
contractor employeesPhysical access is controlled through combinations of identification cards,
proximity card key access control systems, closed circuit cameras, and/or security persoGAsire
monitored continuously by controleniter maintenance personnéb ensure they aréunctioning

properly.

WECC determined the duration of the violation to be fritra date the Standard became mandatory
and enforceable, through when URE completed its Mitigation Plan.

URE submitted its Mitigain PlandesignatedViIT-08-1205to address the referenced violations.

w9 Qa aAdAIlLaGA2y tfly NBIdZANBR ! w9 (2Y

provide training on control center CCAs;

identify changes to the ESP, PSP, and CCA security controls to further limit access to CCAs;

implementchanges identified above;

0w NP

identify and trainany remaining personnel wittyber and unescorted physical access to control
center CCAs.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation actvities.

WECC200801172RP004-1 R3- OVERVIEW
WECCGIetermined thatUREJid notcomplete PRAs for all contractor employees by the compliance
deadline.

WECGIetermined that this violatioposed aminimal andnot serious or substantial risk to the

reliability of theBPS.All UREEmployees have had the required background investigation, although not
all have been reassessed in the last seven ydana. 9pfbaess has requiredentity verificationof all

new UREand contract employeefor over ten years Therefore, the risk of currettREor contract
employees never having hadoackground investigation is low.

WECC determined the duration of the violation to be fritra date the Standard became mandatory
andenforceable, through when URE completed its Mitigation Plan.
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URE submitted its Mitigation Plan designat®&ECCMITAR206to address the referenced violations.
w9 Qa aAlUAIFGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

establish a process fadREo perform recurring PRAS;

inform union representatives of the recurring PRAS;

identify all individuals required to undergo a recurring PRA;
developprocesses and procedures for ensuring ongoing compliance; and

a bk~ w0 N E

processall individuals requiring a reicring PRA

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC2014014185RP004-3aR3- OVERVIEW
WECGietermined thatUREJid notupdate one PR#&nat expired after sevegearsfor a contract
employee in good standing.

WECGIetermined that this violation posed minimal anchot serious or substantial risk to the

reliability of theBPS.UREmplemented preventative controls, such as multiple layers of user names
and passwords uh varying levels of clearance, which the person in scope did not have, to get access
to CCAsUREalso uses twdactor authentication, requiring a randomly generated number in addition

to a fourdigit PIN neither of which the person iscope had. UREmplemented detective controls,

such as logs of all physical access attempts, both successful and unsuccessful, which would allow the
entity to know if/when the person in scope entered a substatid&fREmonitors all trip and close
operations, which generatalarms to alert personnel of issues. Personnel also receive alarms for
unauthorized breaker operations or relay failures. As a corrective cottR#personnel can remotely
operate relays and breakers to maintain system stabiliffREalso has proceares to respond to
emergencies. As compensating contrel®Hogically separates its substations, not allowing anyone
with access to one substation to access other substations, meaning that a malicious person would have
to go to each substation to loadwrus, which could give the entity more time to detect any issues.

WECC determined the duration of the violation to be fritra date URE should have updated the RRA
through when URE completdéde PRA

URE submitted its Mitigation Plan designat%&CCMITID933to address the referenced violations.
''w9Qa aAlGAIFGA2Y tfly NBIJJdZANBR ! w9 G2VY
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1. make minor revisions of the PRa&rification checklist to include a reviewer verification field;
and

2. make modifications to the standard operating procedure (SOR)dade verbiage that
instructs staff not to approve initial PRA verification requests when the PRA is within six months
of expiration. Instead the staff member whose PRA is expiring will be contacted and notified
that they must complete the PRA renewabpess before approval is granted.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC201002280IR004-1 R3; R3.2 OVERVIEW

WECGetermined thatUREIid notupdate each PRA at least every seven years after the initial PRA.
a second instanc&VECC determined th&tREailed to conduct a PRA with80 days of personnel
receiving access to CCAsnally UREdentified three additional instances whereingranted access to
CCAs tpersonnel without completing a recurring PRA every seven years

WECGIetermined that this violatioposed a minimaand not serious or substantial risk to the
reliability of theBPS.All employees did complete and pass initialntley verification. Further, all
employees underwent a criminal background check at the time of hiring.

WECC determined the duration of the violation to be freéhdays after URE granted access to an
employee without the employee having a valid PRA, tgrowhen URE completed all recurring PRAs

URE submitted its Mitigation Plan designatdiili-09-3456to address the referenced violations.
w9 Qa aAlUAIFLGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

1. develope-mail templates to notify organizations which grant or revoke authorized unescorted
physical or cyber access;

2. complete areview of hardcopy documentation for all employees having authorized cyber or
authorized unescorted physical acces<GAs

3. docunent procedures for a quarterly random sample review of haoghy documentation of
sevenyear criminal check and personal identity verification;

4. revokecyber and/or physical access to CCAs for employees without a timely criminal check and
personal identityverification;

5. completesevenyear criminal checks and persolyatentify verification for any employees
whose access was revoked above;
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6. review all SOPs regarding criminal checks and personal identity verifications to ensure they
provide adequate qudly assurance and quality control measures.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC2008011745IRP004-1 R4- OVERVIEW

WECGietermined thatUREid notfully document the specific electronic or unescorted physical
access rights of dJREpersonnel with access ©G6CAdyY the compliance dateTheESPof the Control
Centernetwork (CCNgxpanded beyond th@SPof the Control Center

WECGIetermined that this violation poseaminimal andnot serious or substantial risk to the

reliability of theBPS.All workstations with CChtcess are located within secutdREacilities.URE
requires all employees complete mandatory Annual Cyber Security and Security Refresher Training on
UREpolicies pertaining to the protection of dllREsensitive information and information systems
includingCCAs Cyber access and unescorted physical s€¢e critical cyber assets that enable control
of transmission or electric power generation is limited to Control Center users and supportIsieft.
CCN is a closed networkhe firewall rules are defined based on the policy thatonnections

initiated external to the ESP of the CCN are permitted inbound through the ESP fifdatalbrk

intrusion detection devices are installed on all network segments internal and external to the ESP of
the CCN.Personnel with administrative cyber access right€@Asre identified. Access to Control
CenterCCAss limited toUREemployees and contract employeeBhysical access is controlled

through identification cards, proximity card key access control systems, closed circuit cameras, and
security personnelControl center maintenance personnebntinuously monitor he proper

functioning of CCAs

WECC determined the duration of the violation to be frilva date the Standard became mandatory
and enforceable, through when URE completed its Mitigation Plan.

UREsubmitted its Mitigation Plan designatédiT-08-1207to address the referenced violations.

w9 Qa aAlUAIFLGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

provide training on control center CCAs;

identify changes to the ESP, PSP, and CCA security controls to further limit access to CCAs;

implementchanges identified aboveand

H wnN P

identify and train any remaining personnel with cyber and unescorted physicaks to control
center CCAs.
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URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC2010023811P0051 R1- OVERVIEW

WECGietermined thatUREid notidentify three Control Center ESEQRE Ep&ccess pointsWECC
determined thatUREA YL SYSY 4GSR I aNMHz S OKIFy3aS GKIFEG ff268S
firewalls nolonger being isolated within the CORE ESP. Rather, the firewalls became access points to
the CORE ESP

WECGIetermined that this violatioposed a minimal andhot serious or substantial risk to the

reliability of theBPS.AlthoughURE did not identiff KS G KNBES FTANB G| f¢URE | & @9 {
implemented electronic access controls and monitoring at each firewall by virtue of an intetitgl po
requiring firewalls to be protected in a manner consistent with@B R2.URRa f I @ SNBER 4SO
required further authentication before accessing other Cyber Assets within the ESP.

WECC determined the duration of the violation to be fritra date he Standard became mandatory
and enforceable, through when URE completed its Mitigation Plan.

URE submitted its Mitigation Plan designat®&CCMIT004848 address the referenced violations.
'w9Qa aAlGAIFIGA2Y tfly NBIJJdZANBR ! w9 G2VY
1. validateall current network access points to the E&®iew the current ESP, and cheelated
documentation including aess point and network diagrams;

2. update the Control Center ESP plan to reflect new configuration and publish the updated ESP;
and

3. update anyadditional procedures and operational documentation required, including access
point administration.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC2011028531RP0051 R1;R1.4- OVERVIEW
WECGetermined thatUREid notidentify at leastl5 devices as Cyber Assets within an ESP. The
deviceswere associated with two Critical Assets.

WECGetermined that this violation posedraoderateand not serious or substantial risk to the
reliability of theBPS.Riskwaslimited by compensating measures in place during the violation period.
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All Cyber Assets were located within a PSRhoughURE did not identifthe devices as Cyber Assets,
it did afford some logical protection becauak of the devices weralsolocated within the ESPURE) &
layered security networkurther limited electronic access to the devices

WECC determined the duration of the violation to be fritra date the Standaréecame mandatory
and enforceable, through when URE completed its Mitigation Plan.

URE submitted its Mitigation Plan designat&&ECCMIT004848 address the referenced violations.
'w9Qa aAlGAIFIGA2Y tfly NBIJJdZANBR ! w9 G2VY

1. reviewprocess(es) for determining whether electronic assets within the Control Center ESP are
Cyber Assets;

2. develop and publiskhe policy and process for determining whether electronic assets are Cyber
Assets;

3. review, update, publish, and implemetite process and procedures to introduce and protect
new Cyber Assets within a defin&$mased upon the policy developed above;

4. updateits list of devices and determine/documewtich devices on the updated list are Cyber
Assets within the Control Center ESRd

5. submit any required’echnical Feasibility Exceptiof$-Ep

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC200901633IRP0051 R1; R1.5 OVERVIEW
WECCGIetermined thatUREid nothave a documente®RAprogram for personnel associated with
CyberAssetaused in the access control and monitoring of the ESP

WECGIetermined that this violatioposed a minimal andot serious or substantial risk to the
reliability of theBPS.UREhad previously performed backgrod screening for its personnelhis
violation occurred only becaudd¢REid not update these background checks and perf&®RAs, ai
had not yet completed developing its @B4-1 R3PRAprogram

WECC determined the duration of the violation to be fritra date the Standard became mandatory
and enforceable, through when URE completed its Mitigation Plan.

URE submitted its Mitigation Plan designatédtil-09-2002to address the referenced violations.
w9 Qa aAlUAIFGAZ2Y tfly NBIJJdZANBR | w9 (2Y
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establisha process folJREo perform recurring PRAs
inform union representative of the recurring PRAs
identify all individuals required to undergo a recurring PRA;

devdop processes and procedures for ensuring ongoing compliance; and

a bk~ N e

process all individuals requiring a recurring PRA.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC201002382IRP0051 R2- OVERVIEW
WECGIetermined thatUREJid notdocument the organizational processes and technical and
procedural mechanisms for control of electronic access points at three CORE ESP access points

WECGIetermined that this violabn posed a minimal andot serious or substantial risk to the

reliability of theBPS.Although a failure to identify ESPs can ren@&Asind associated Critical Assets
vulnerable tocompromise a number of compensating factors uniqueURE & O & ocofk Mlthig S i &
case lessens the riskélthoughURE did notidentift KS G KNBS FTANB g f¢URE | & @9
implemented electronic access controls and monitoring at each firawtdlan internal policy

requiring that all firewalldhave protectionsn a manner consistent with GI®5 R2.URR2 4 f I @ SNB R
security required further authentication before accessing other Cyber Assets within the ESP.

WECC determined the duration of the violation to be frilva date the Standard became mandatory
and enforcable, through when URE completed its Mitigation Plan.

URE submitted its Mitigation Plan designai&@&CCMIT004848 address the referenced violations.
w9 Qa aAlUAIFGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

1. validateall current netvork access points to the ESP, reviéw current ESP, and cheoiated
documentation including aess point and network diagrams;

2. updatethe Control Center ESP plan to reflect new configuration and publish the updated ESP;
and

3. update any additional procedures and operational documentatiorunesgl, including access
point administration.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.
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WECC20130130871RP0053 R3; R3.2 OVERVIEW

WECCGIetermined thatUREid nothave a security monitoring process that alerts designated response
personnel to unauthorized access attempts and for actual unauthorized acdédste URHogged

access and access attemptfREdid not provide alerts to appropriate personnel to respondhe

event of unauthorized attempts or actual access.

WECGIetermined that this violatiopposed a minimal and naerious or substantial risk to the

reliability of theBPS.UREmplemented several physical and logical layers of defense that would likely
have prevented and/or detected unauthorized users from logging into any access point protecting
CCAs and Electronic Access Control or Monitoring Systems (EAGII)YREmMplemented restricted
ports and services and did not allow all traffic to pass throdmghaccess pointsSecond, Intrusion
DetectionSystem (IDSensors were placed-ime for most access points to the ESP, which would
have likely detected any abnoahnetwork traffic or abnormal conditions passing into or out of the
ESP.Third,UREhas welitrained personnel who monitor network traffic continuously who could have
responded immediately to any cyber security attacks or other malicious trdfimally/, access to the
access points is limited to a small group of technicians who must physically be at one of the control
centers in order to login and make any type of configuration changessuch, the probability of
someone attempting to login without dlorization is extremely limited.

WECC determined the duration of the violation to be frilra date the Standard became mandatory
and enforceable, through when URE completed its Mitigation Plan.

URE submitted its Mitigation Plan designat¥@&CCMIT01094Tto address the referenced violations.
w9 Qa aAltAIFLGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

1. identify ESP access point events that require automated alerting, at a minimum, to include
alerts for login processes;

uselist of ESP access evetdddentify gaps in automatd alerting and logging processes;
createnew processes to capture, correlate, and alert on ESP access point logs events;

implementany new automated alerting; and

a bk~ w0

train staff on new process.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.
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WECC2010022831R006-1 R1; R1.6 OVERVIEW
WECGIetermined thaton five occasiondJREIid notensureit escortedvisitors continuously within
the PSP

WECGIetermined that this violatiopposed a minimaand not serious or substantial risk to the
reliability of theBPS.Although visitors were fond without their escortsUREsecurity personnebn
site quickly identified visitors and escortetsitors andheir escorts from the buildingVisitor access
to and movement within thesite was monitored by video and ByREpersonnel. Visitors did not have
access to CCAs.

WECC determined the duration of the violation to be frattmen the first unescorted access occurred
through whenaccess was k@ked for the last instance of noncompliance

URE submitted its Mitigation Plan designatdtil-10-3072to address the referenced violations.
'w9Qa aAlGAIFIGA2Y tfly NBIJJdZANBR ! w9 G2VY

1. developprocedures related to unescorted physical access for use when control ceméers
staffed with contracted security personnel;

2. provide refresher training;
3. updatetraining program for security personnel,

4. reviewprocedures regarding physical access to and from the loading dock into andtbet of
building

5. interview and retrairthe personnelat issue;

6. reviewservice contract clauses to ensure authority to take action, including termination, for
failing to folow UREpolicies;

7. provideall contractors with training information related to continuous escort;
8. conducte-mail outreach regarding continuous escorted access within PSPs;
9. placeposters on continuous escorted access near control center entrances;
10.reviewescort badging process procedures and implement any new requirements;

11.revisesystemoperationshardwaremaintenance organizations incident response plan to
ensure all incidents are referred tdREsecurity;

12.developalternatives for access modifitans to the areas with CCAsthre facility at issu¢o
reduce the size of the PSP;
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13.review thevisitor access control program for modifications for the reduced sized PSP are
warranted,;

14.approvethe final design(s) for access modifications to the areis @CAs and proceed with
construction;

15.implementthe new PSRand

16.reviseinternal documents to reflect changes to the visitor access progmaplement the
changesandnotify all affected employees of the changes.

URE certifiedhat it had completedts Mitigation PlanandWECerified thatURE had completed all
mitigation activities.

WECC200901632IRP006-1 R1; R1.8 OVERVIEW
WECGIetermined thatURE) ghysical security plan did not addres®RBAprogram for personnel
associated with Cyber Assets used in the access control and monitoring of the PSP

WECGIetermined that thisviolation posed a minimal anabt serious or substantial risk to the
reliability of theBPS.UREhad previously performeddrkground screening for all its personn&his
violation occurred only becaudd¢REid not update these background checks and perf&tRAs, a
had not yet completed developing its @P4-1 R3PRAprogram.

WECC determined the duration of the violatimnbe fromthe date the Standard became mandatory
and enforceable, through when URE completed its Mitigation Plan.

URE submitted its Mitigation Plan designatdiil-09-2001to address the referenced violations.
w9 Qa aAlUAIFLGAZ2Y tfly NBIJJdZANBR ! w9 {(2Y

. establisha process foJREo perform recurring PRAS;

. inform union representatives of the recurring PRAS;

1

2

3. identify all individuals required to undergo a recurring PRA,;

4. developprocesses and procedures for ensuring ongoing compliance; and
5

. process allndividuals requiring a recurring PRA.

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.
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WECC201002273IR006-1 R4- OVERVIEW
WECCGIetermined thatUREid notimplementtechnical or procedural mechanisms to generate access
logs consistent with Ci#06-1 R4 at six PSP access points.

WECGetermined that thisviolation posed a minimal and not seriooissubstantial risk to the
reliability of theBPS.URHIid provide cardeader logs for all access poinfshe buildingat issuedid
contain video surveillance as well as security personnel to monitor activity within the buildinther,
UREcyber security policy and training prohibited visitor and tailgater access at eddhe six access
points.

WECC determined the duration of the violation to be fritra date the Standard became mandatory
and enforceable, through when URE completed its Mitigation Plan.

URE submitted its Mitigation Plan designatdtil-09-3120to address the referenced violations.
'w9Qa aAlGAIFIGA2Y tfly NBIJJdZANBR ! w9 G2VY

1. consultwith UREsecurity andemergency response organization to provide video detection at
all of the access points intbe facilityto ensure that physical access is loggeth sufficient
information to uniquely identify individuals and to identify tailgaters;

2. selectvideo detection alternative; and
3. complekinstallation and testing of new equipment

URE certifiedhat it had completed its Mitigation PlamndWECerified thatURE had completed all
mitigation activities.

WECC2015014618P006-3c R5- OVERVIEW
WEC@etermined thatUREid notmonitor physical access at all access points to thef@SP
approximately 35 hours while igecurity system was withoygower.

WECC determined that this violation posed a minimal and not seaossgbstantial risk to the

reliability of theBPS.When the security system lost power, all access points locked. In order to get
through the locked door, personnel were requiredcontact security to get a combination for a lock
box that contained a key to the substation. As a compensating measure, personnel were onsite at
various times throughout the outage, thereby shortening the time available for an intruder to cause
harm.

WECC determined the duration of the violation to be framen UREailed to continuously monitor
access to the PSErough when URBegan continuously monitoring access to the PSP



